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Abstract. A fundamental building block of secure group communica-
tion is the establishment of a common group key. This can be divided
into key agreement and key distribution. Common group key agreement
protocols are based on the Diffie-Hellman (DH) key exchange and extend
it to groups. Group key distribution protocols are centralized approaches
which make use of one or more special key servers. In contrast to these
approaches, we present a protocol which makes use of the Tree Parity
Machine key exchange between multiple parties. It does not need a cen-
tralized server and therefore is especially suitable for ad-hoc networks of
any kind.

1 Introduction

Most group communication takes place over vulnerable open networks like Wire-
less LAN. To secure the communication, the sent data needs to be encrypted.
This can be done by asymmetric or symmetric cryptography. Asymmetric cryp-
tography has some disadvantages for group communication. It requires each
group member to hold the public keys of every other member in the group. If a
new participant wants to join, all current group members need to get the corre-
sponding public key. Additionally they have to send their own public keys to the
new participant. Even more costly, whenever one member of a group of size n
wants to send data to the rest of the group it has to encrypt the data n—1 times
and send n — 1 differently encrypted data sets. Therefore broadcast/multicast is
impossible as the described sending pattern is equivalent to a unicast transport.

To be able to use broadcast messages to decrease the number of send messages
and needed bandwidth for the key exchange, this leads to the use of symmetric
cryptography. Here, all members share the same secret group key. This group key
needs to be exchanged and managed in some way, which is addressed as group
key management in the literature. A contemporary overview is given in [1]. To
provide the key material to all participants or members in a group is the main
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problem of secure group communication. It is addressed as key management,
which in turn is divided into key agreement and key distribution.

Especially the vision of Ubiquitous and Pervasive Computing ([2,3]) multi-
plies the demand for secure group communication, as (on principle) ‘everything
will be connected’ and mobile nodes as well as frequently changing network
topologies impose demanding requirements on any security solution. Key ex-
change and entity authentication are of major importance with regard to secu-
rity [4]. The often present lack of infrastructure penalizes approaches needing a
central authority securely providing public keys.

In order to avoid the necessity of a public key infrastructure in asymmetric
cryptography approaches, the symmetric (secret-key) DH key exchange proto-
col [5] represents the basis for many secure group communication protocols.
Elliptic Curve Diffie-Hellmann (ECDH) is applied in [6] to establish a secure
end-to-end connection between a sensor and a base station, for example. Other
approaches for DH-key agreement in peer-to-peer wireless networks requiring
an initial physical contact or at least a geographic proximity are inspired by
the work of Anderson et al. [7]. In [8], direct user interaction in terms of some
manual or visual confirmation for authentication is proposed.

We describe the use of Tree Parity Machines [9] to establish a common group
key. We present a protocol which belongs to the key agreement approaches. It
does not need a centralized server or any special group members which perform
special tasks. In contrast to most other protocols in the literature, it is not based
on the extension of the DH key exchange protocol [5] to groups. The protocol
is especially applicable for ad-hoc networks of any kind in which no server is
present and members can join and leave the group communication at any time.

Note that within this work, it is assumed that all participants are already
authenticated to join the group and take part in the key exchange. A straight-
forward entity authentication inherent in the Tree Parity Machine algorithm is
described in [10]. It is therefore not required to implement an additional (maybe
complex) mechanism. Also, senders and messages are trusted. Furthermore, we
do not consider routing in this work and no routing algorithm is implemented.
Of course, several routing protocols for ad-hoc networks have been proposed.
Some of these protocols are for example the Scalable Source Routing (SSR) [11],
Ad-hoc On-Demand Distance Vector Routing (AODV)[12] or Dynamic Source
Routing (DSR)[13]. As other key distribution protocols, our protocol will have
to deal with the routing issue as well.

2 Tree Parity Machines and Group Key Exchange

The fast synchronization of interacting identically structured Tree Parity Ma-
chines (TPMs) is proposed by Kinzel and Kanter [9] as a method for symmetric
key exchange. It does not involve large numbers and principles from number the-
ory and can be used for a low-cost hardware realization [14,15]. The exchange
protocol is realized by an interactive adaptation process between the two inter-
acting parties A and B. The TPM (see Figure 1a) consists of K independent



summation units (1 < k < K) with non-overlapping inputs in a tree structure
and a single parity unit at the output.
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Fig. 1. (a) A Tree Parity Machine. A single output is calculated from the parity of the
outputs of the summation units. (b) Outputs on commonly given inputs are exchanged
between parties A and B for adaptation of their preliminary key (their internal state

w]?j/B).

Each summation unit receives different N inputs (1 < j < N), leading to an
input field of size K - N. The vector-components are random variables with zero
mean and unit variance. The common random inputs z,; can also be kept secret
between the parties, yielding entity authentication, as will be further explained
in Section 2.1.

The output O*/2(t) € {—1,1} (A/B denotes equivalent operations for A
and B), given bounded coefficients (weights) w,?j/ %(t) € [-L,L] C Z (from input
unit j to summation unit k) and common random inputs xy;(¢t) € {-1,1}, is
calculated by a parity function of the signs of summations (o(-) denotes the
sign-function):

K
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2.1 Synchronization and Key Exchange

The so-called bit package variant (cf. [9]) reduces transmissions of outputs by an
order of magnitude and also increases the security. It is thus advantageous for
practical communication channels with a certain protocol overhead.

Parties A and B start with an individual randomly generated secret initial
vector w,?J/ ?(t,). These initially uncorrelated random variables become corre-
lated (identical) over time through the influence of the common inputs and the



interactive adaptation as follows. After a set of b > 1 presented inputs, where
b denotes the size of the bit package, the corresponding b TPM outputs (bits)
O#/2(t) are exchanged over the public channel in one package (see Figure 1b).
The b sequences of signs of the summation units y;/”(t) € {—1,1} are stored
for the subsequent adaptation process.

A Hebbian learning rule adapts the coefficients (the preliminary key), using
the b outputs and b sequences of signs. They are changed only on equal output
bits O*(t) = O”(t) at both parties. Furthermore, only coefficients of those sum-
mation units are changed, that agree with this output, i.e. O*/Z(t) = y;/?(¢):

wi/ P (1) 1= wilf P (¢ — 1) + OV (1) wry (1) . (2)

Coefficients are bound to remain in the maximum range [—L,L] C Z by
reflection onto the boundary values. This is necessary for the synchronization
and also implies that the sum in Eq. 2 cannot be inverted.

Iterating the above procedure in an interactive protocol, each component of
the preliminary key performs a random walk with reflecting boundaries. The re-
sulting key space is of size (2L + 1)*N. Two corresponding components in wy; (t)
and wy; (t) receive the same random component of the common input vector
xy;(t). After each bounding operation, the distance between the two compo-
nents is successively reduced to zero. Thus the non-linear mapping from the
inputs to the output bit (Eq. 1) is also changed in each step depending on the
interaction of the two parties and their secret random initial coefficients. Parties
with identical inputs always converge to a dynamic common trajectory. Parties
with differing inputs z; always diverge.

When both parties adapted to produce each others outputs, they remain
synchronous without further communication (see Eq. 2) and continue to produce
the same outputs on every commonly given input. Common coefficients are now
present in both TPMs in each of the following iterations. This preliminary key
can be used to derive a common time-dependent final key or can be used directly.

The fact that, once synchronized, the TPMs produce equal outputs and all
their internal states are identical can be used to produce subsequent keys by
each TPM learning with its own output. This so-called trajectory mode allows
to generate new common keys without further communication.

Furthermore, synchrony is achieved only for common inputs. Thus, keeping
the common inputs secret between A and B can be used to have an (entity) au-
thenticated key exchange. The outputs are public. Yet, an attacker that does not
produce the same inputs modifies his coefficients differently when applying Eq. 2
with a different input. He so performs an adaptation different from two parties
that know the common secret. He cannot synchronize and thus not exchange
a common key. This principle is further described in [10]. There are 2*¥ — 1
possible inputs in each iteration, yielding as many possible initializations for a
pseudo random number generator as a common secret for authentication.

As a test for synchrony cannot practically be defined by checking whether
weights in both nets have become identical, one tests on successive equal outputs



in a sufficiently large number of iterations t,,,,,, such that equal outputs by chance
are excluded:

VEe [t -t +tmin] s O (t) = 0% (1) . (3)

Synchronization time is finite for discrete weights and peaked around 400
output exchanges for the parameters and the learning rule given in [9].

2.2 Group Key Exchange

Multiple parties or groups can exchange a common key based on TPM interaction
and the synchronization property as proposed in [16]. Once two parties p; and
p2 have synchronized and thus exchanged a common key, they have identical
internal states w?1/?2 and can be considered a single (identical) TPM p, ,. This
property can be exploited to derive a group key exchange, by grouping identical
TPMs and adapting them simultaneously.

The exchange of a common key between G > 2 parties can be achieved by
two basic strategies: parallel interaction processes and sequential interaction pro-
cesses. Without loss of generality an appropriate numbering (and renumbering)
of parties can be performed.

Parallel Interaction Processes Using parallel interaction processes, an even num-
ber of parties G is initially divided into k groups of interacting pairs (p;, p; ), with
k=1,---,G/2,4,j=1,--- ,G and i # j, performing a pairwise (independent)
key exchange in parallel as explained before. After each group has a common
key, pairs of synchronous groups now interact again (in a divide-and-conquer
strategy) to exchange a common key (see Figure 2a).

This is done until two remaining groups synchronize the final common key
in a final interaction process:

(p17p2)15 (p3;p4)27 e, (prlva)G/2
~ (p1,2ap3,4)17 (p5,67p7,s)27 R (p<c/z)71,pc/z)c/4
e (4)

If G is odd, the remaining party waits until all other G — 1 groups have
exchanged a common key and then performs one last interaction process with
the synchronized group. The complexity of this multi-party key-exchange scales
logarithmic with the number of parties, i.e. O(log G).

Note that the parallel variant requires either independent parallel or multi-
plexed communication channels. Also note that in a practical implementation
only two TPMs in each group have to actively send and receive output bits,
whereas the others in the group only receive.
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Fig. 2. Example of the two interaction principles for group key exchange. (a) Parallel
Interaction Processes. If the number of parties is odd, the last party synchronizes with
the group in a single (sequential) process. (b) Sequential Interaction Processes. As in
the parallel variant, there is always only one group sender. All other members in an
established (sub-)group only receive output bits.

Sequential Interaction Processes In a sequential interaction processes, two par-
ties p1 and po exchange a common key as described before. Having a common
key they become a group p; 2 that now interacts with a third party ps, and so
on (Figure 2b). This way, a linear chain
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of interaction processes is performed. Note that for the group only one sequence
of outputs has to be communicated, as it is identical to all parties (TPMs) in
the group.

Again, in practice only one TPMs in the group has to actively send and
receive output bits, whereas the others in the group only receive. The complex-
ity of this multi-party key-exchange scales linear with the number of parties,
ie. O(G).

As each key exchange process (parallel or sequential) can independently be
attacked, the security in the presented multi-party scenario scales inversely pro-
portional to the number of parties.

In contrast to other group key exchange protocols, we designed a protocol
which includes the group management as well. This group key exchange protocol
is divided into two phases:

1. The initialization phase and
2. the synchronization phase



as described above.

The initialization phase is responsible for setting up the communication en-
vironment. All participants who want to join in the key exchange claim their
preparedness and identify themselves to each other. Afterwards, the synchro-
nization phase is setting up the group structure, performs the TPM processes
and manages the output exchange and the communication.

To limit the traffic and needed bandwidth, multicasting is used to exchange
the TPM output bit packages. As multicast requires the use of the UDP protocol
(which is connectionless and unreliable) it is not guaranteed that the packages
will be delivered to all recipients. Therefore, all previous bit packages are sum-
marized and sent together with the current one. This history of all bit packages
gives each participant the chance to catch up with the synchronization process
if a previous packet was lost.

3 Tests and Results

The primary goal we focused on is a proof of concept that the group key exchange
using TPMs is possible. We conducted tests in three different environments.
A software simulation was used to investigate the TPM group key exchange
functionality. Besides the basic functionality, the synchronization time growth
was investigated.

The final software implementation was used to run tests in two different en-
vironments. One test environment was a Linux cluster connected via a LAN to
allow statements for networks with up to 10 participants. The other test environ-
ment consisted of different laptops connected through a WLAN. These laptops
were set up to form an ad-hoc network. We think this is enough for a proof of
concept, but we are well aware that this is not sufficient for final statements
about the usability. Therefore, tests in a network simulator like OMMNET or
NS2 have to be made.

In the following, the parameters for the TPMs are K = 3 (hidden units),
L = 4 (weight vector element range), N = 11 (number of inputs per hidden
unit) and a bit package size of 32. The key size is defined as K - N - L, i.e. 132
bit ([14]).

3.1 Software Simulation

For a first validation of the TPM group key exchange functionality a software
simulation was written. Its settings are the number of group members, the syn-
chronization mode and the number of group key exchanges to be performed. The
tests are run with a group size of two up to twelve members. For each group size
10000 group key exchanges were made.

The result parameter is the total number of exchanged bit packages p needed
to establish a common group key. To compute this value, the maximum number
of needed bit packages for each synch run are summed up.



The number of bit packages and not the synchronization time was used as a
measure because the simulation was run on a single computer. The average of
the different test runs, with 10000 group key exchanges each, are computed and
plotted in Figure 3. The results plotted in this figure agree with the expectations:
It is observed that the curve for the parallel approach (upright crosses) stays
beneath a logarithmic curve and a runtime of O(log(n)) is approximated. The
curve for the sequential approach (tilted crosses) is linear with a runtime of

O(n).
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Fig. 3. Results of a software simulation for parallel (upright crosses) and sequential
(tilted crosses) mode (132 bit key). The case for two parties is depicted for comparison.

The results for the parallel mode are worth a closer investigation. For those
tests with the same number of Synchronization Runs (SRs) but different numbers
of participants, (e.g. the test with 3 and 4 participants each having 2 SR per key
exchange) the values are slightly higher for a greater number of participants. The
reason is the higher number of synchronizations per SR. As described in section
2, the number of output exchanges needed until synchronization is reached is dis-
tributed. Therefore, successful synchronizations which are performed in parallel
have different numbers of output exchanges.

3.2 Network Tests

In the following, the tests made in LAN and WLAN environments are described.
The developed software is a flexible cross-platform network solution written in

C. It runs on Windows as well as on Linux and can be used in LANs as well as
in WLANSs.

LAN Test under Linuz: This test is run on a Linux cluster. Each node is started
on its own workstation. The connection is established using the 100 Mbit/s Eth-
ernet interface. This scenario is chosen to generate results for groups with more



than three participants and to demonstrate the scalability in a wired network
environment. Each test scenario processes 500 group key exchanges in a row.
Four test runs with a group size of two up to five participants each are made. No
real difference can be seen in the synchronization time or number of bit pack-
ages for the given sizes. Therefore an additional test run with 10 participants
was made to be able to compare the results with the software simulation and
against each other.
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Fig. 4. Summary of the Linux wired network test. (a) Average time needed for syn-
chronization. (b) Average number of packages needed for synchronization. Again the
key size is 132 bit and the case for two parties is depicted for comparison.

We measure the average value of bit packages and the average value of time
needed for each test run. The time is measured only for the synchronization
phase. The results for the run time are shown in Figure 4a and for the bit
packages in Figure 4b.

Additional Test: Additional tests are made to test the robustness of the im-
plementation. These tests are performed in the LAN as well as in a WLAN
environment. The WLAN environment is set up using three laptops running
Windows.

— Join, leave and quit: To test the join, leave and quit operations, the program
was running on different computers (workstations or laptops) and the key
exchange was started. After the first key exchange finished successfully, it
was tested if new participants can join the group and if any member can
leave the group without any problems or failures. This test was successful.

— Participant breakdown: Next, a participant breakdown was simulated and
tested. To simulate this failure, the key exchange is started. During the ini-
tialization or synchronization phase, one or more parties were terminated.
Now, the remaining parties are waiting for a packet from the missing par-
ticipant. This is correctly detected after a predefined time by one or more



parties. Which and how many parties detect a missing participant depends
on the mode and the member that was terminated. No problem occurred
during this test, neither in parallel nor in sequential mode. It does not mat-
ter which participant was terminated. It was successfully eliminated from
the list and the key exchange finished with a common group key.

In Figure 5 the average values generated during the LAN and the two party
WLAN tests are compared.

350

350 T T T u T
time_parallel_lan  + bitpack_parallel_lan ~ +
time_sequential_lan X bitpack_sequential_lan X
300 + time_parallel_wlan X% 300 | bitpack_parallel_wlan %
o time_sequential_wlan O bitpack_sequential_wlan O
X
250 4 250 -
*
P 3
£ 200 - 2 200 -
£ <
@ g
E 150 S 150
= @
X 3 +
100 - 4 100 -
X X
50 o S— 50 o
ogg - H—— kK 0 - . Kk
2 4 6 8 10 2 4 6 8 10
TPMs TPMs
(a) (b)

Fig. 5. Comparison of the Windows WLAN and Linux LAN network test. (a) Aver-
age time needed for synchronization. (b) Average number of bit packages needed for
synchronization. Again the key size is 132 bit and the case for two parties is depicted
for comparison.

The key exchange protocol is designed to handle member breakdowns or lost
packets and precautions have been taken to deal with those failures. During
the LAN tests, no participant had to wait for a packet, and therefore it can
be assumed that no packet was lost. The WLAN test shows for the sequential
mode, 17 events, and for the parallel mode, 37 events in which one member was
waiting a specific time for a packet from the other side (see Table 1).

As the waiting time for a packet is set to one second, this explains the higher
synchronization time for the WLAN tests. When this time was up, the prob-
lem was addressed and the synchronization continued successfully. As this never
happened in the LAN environment, we assume the reason lies in lost packets
and not in any malfunction.

To further investigate the timing, the results are cleaned from those runs, in
which the waiting occurred. This means that all runs with a significant higher
synchronization time than one second have not been considered. Without these
events, an average synchronization time, for the sequential mode of about 180
ms and for the parallel mode of about 183 ms per key exchange, are computed.

Furthermore, the packet order is investigated. In the WLAN network, it can
be observed that for sequential mode 3, and for parallel mode 0, packets arrived



2 TPMs / 500 runs LAN | WLAN
seq.|par.|seq.|par.
Average number of bit packages| 28 | 28 | 29 | 29
Average time in ms 10| 9 |286]|226
Gross bandwidth in Mbit/s |100{100| 11 | 11

Watchdog (no synchronization)| 1 | 1 | 3 | 6
Lost packets 00 |17|37

Wrong packet order 00 |3]0
Table 1. Comparison of LAN and WLAN results.

in the wrong order. In each case, it was the previous packet, which was received
right after the next one. In these cases the reflection of a sent packet was received.

A comparison of the different results for the two-party key exchange is shown
in Table 1.

4 Conclusion and Future Work

The developed software simulation verifies the expectations and demonstrates
that TPMs can be used in two different modes to establish the group key. These
two proposed modes are the sequential and the parallel mode.

A protocol for a secure group key exchange using Tree Parity Machines and a
first prototypical software implementation have been developed. Both are intro-
duced and described in this work. Tree Parity Machines can be used to exchange
a common secret group key in ad-hoc networks. No management facility or any
explicit participants are needed for this exchange.

The prototype was tested in different network environments. The results show
that the key exchange is performed quickly and the implementation is robust
against failures. It is shown that the TPM key exchange is practical for the
group key exchange without the need of any centralized facility taking care of
the group management.

Further work has to be done to compare the TPM group key exchange pro-
tocol against others. This includes especially tests in a network simulator with
significant more nodes and mobility scenarios. Bigger groups in WLAN might
not be able to perform the key exchange in parallel mode because the bandwidth
might be insufficient. In case that the parallel mode cannot be used, the linear
mode must be taken. The disadvantage of this solution is the linear increase of
time needed until a final group key is available; this time depends on the group
size.

Another practical problem in WLANSs is the requirement that all partici-
pants have to be within radio range of each other because no routing ability is
implemented yet.
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